Passbolt Password Manager

(A Demonstration on Creating a Passbolt Account,
Generating Password and Sharing Passwords)
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1. THE EMAIL

Passbolt Welcome to passbolt, Greg! - Victor (victoreller88@gmail.com) Victor just created an a... 10:14 AM

passbolt-9>

Victor (victoreller88 @gmail.com)
Victor just created an account for you on passbolt!

Jun 7, 2021, 10:13 AM

Welcome Gregq,

Victor just invited you to join passbolt at hitps://cloud.passbolt.com/the-
vic-space/ Passbolt is an open source password manager. It is
designed to allow sharing credentials securely with your team!

Let's take the next five minutes to get you started!

get started

When a Passbolt account is created for you by the administrator, you will receive this email. You
will need to select the ‘get started’ button. If you cannot see this email in your main inbox, it
may be in your ‘spam’.

e Itis recommended to use either Google Chrome or Mozilla Firefox for this Sign up
process.



@Del’aphone

1.1 THE BROWSER EXTENSION

passbolt-®

Please install the browser
extension.

Please download the browser extension and
refresh this page to continue.

Available in the

e Chrome Web Store

Download extension

Refresh to detect extension

e You will be prompted to download the browser extension for Passbolt, this is needed for
Passbolt to work.

2. SIGN UP PAGE

passbolt-9

Welcome to Passbolt, please
select a passphrase!

This passphrase is the only passphrase you will
need to remember from now on, choose wisely!

! .

Itis at least 8 characters in length

It contains lower and uppercase characters
It contains letters and numbers

It contains special characters (like / or * or %)
Itis not part of a dictionary

Next

Or use an existing private key.
Selecting the ‘get started’ button will direct you to the page above, where you will need to enter
your passphrase (the password for your account). Please make sure your password meets all the
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requirements listed above. If it does, you will see a green bar right below your password (as
shown in the image below).

| CGFI"IFJ|E){I-'@'Z strnng

21 RECOVERY KIT

passbolt®

Keep your recovery kit in a
safe place.

A download of your recovery kit, containing your
secret key, has automatically started, Make sure
you store it in a safe place. You may need it Later.

Download the kit again!

Right after you enter your password you will receive the prompt above. This recovery kit is
needed if you get logged out of your account.

e Please make sure to save it in a safe and easy to remember location on your device.



@Delaphone

3. THE SECURITY TOKEN

Pick a color and enter three
characters.

Security token *

NHF
oee

# Randomize

This security token will be displayed when your
passphrase is requested, so you can quickly verify
the form is coming from passbolt. This will help
protect you from phishing attacks.

Next

As the picture above shows you will be asked to select a color and 3 random words which will
show up anytime you attempt to login into Passbolt. This is to show that it is the real passbolt
you’re logging into.

e |fitis ever missing when you try to login, do not login to that site.

4. OVERVIEW OF HOME SCREEN

o Sear i Greg QUINN
PaSSbOIt ° : = 1 gregaquin2s@gmail.c..
All items Allitems

Favorites
Recently Modified
Shared with me

Welcome to passbolt!

Owned by me
~ Folders It does feel a bit empty here. Create your first password or
empty wait for a team member ta share one with you.

~ Filter by tags
empty

Once you finish the password steps, this will be the home screen you see.
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5. CREATING A PASSWORD

passwords users help sign out
R Greg QUINN
paSSbOIt o Q 1 gregqquin29@gmail.c...

New password «.
New folder
Recently Modified

Shared with me

1
Suned by me Welcome to passbolt!
~ Folders It does feel a bit empty here, Create your first password or
emply wait for a team member to share one with you.

= Filter by tags
empty

Terms  Credis @

To get started creating any password/login information, you will need to go to the top left
‘Create’ button and select ‘New password’. (Shown by the arrow in the image above)

5.1 PASSWORD CREATION SCREEN

Create a password x

Name *

Username

Password *

Description &

This is the screen you will be brought to after selecting ‘New password’. You will need to enter:
e Name (usually the name of the website that the account is for)

URL (a link to the website)

Username (The name for the account)

Password ( account’s password)

Description (a few details about the account.)



52 FULLY FILLED PASSWORD/SITE DETAILS

Edit resource Facebook x

Name *
Facebook
URI

facebook.com/profile

Username

Company name

Password *

.................. LUS @ e
complexity: s!rnng
Description &

Details for the corporate Facebook account

Cancel Save

An example of what it looks like after you fill in the necessary details.

5.3 CREATING A SECURE PASSWORD

Create a password *®

Name *
Facebook
URI
facebook.com/profile
Username
Company name

Password *
- <o
Description &

Details for the corporate Facebook account
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In the event that you are entering the details for a password/website into Passbolt before you

actually create the account, you have the option of creating a secure password.

This can be done by selecting the ‘wand’ (shown by the arrow above). It will generate a

password fulfilling all the requirements for a strong password.



5.4 HOME SCREEN ON SUCCESSFUL PASSWORD CREATION

passbolt-»

All items All items

Favorites Resource Username
Recently Modified Facebook E—

Shared with me
Owned by me

~ Folders

empty

~ Filter by tags
empty

Password URI

sssssseee facebook.com/profile

b
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Greg QUINN
gregqquin29@gmail.c...

(1]

Modified -

4 minutes ago

Terms  Credits @

This is what it will look like once you have successfully created a password.

6. SHARING A PASSWORD

passwords users help

passbolt®
3 B Copy @ Edit 4 Sh.’:'r‘@ Export More ~
2
Allitems Allfcer
Resource Username Password
Facebook Company name ®ecccccce

Shared with me

{t

1

Owned by me

~ Folders

empty

~ Filter by tags

empty

a Greg QUINN
gregqquin29@gmail.c. v

p Facebook % x

Information -

Any password created can then be shared with other users in Passbolt. Choose the password
(selecting the box that arrow 1 is pointing to above) which will bring up the screen you see on
the right with the password’s details and then select the ‘Share’ option (shown by arrow 2).



6.1 CHOOSING WHO TO SHARE ITTO

Share resource Fracebook x

Greg QUINN

Share with people or groups

Vi

1 Victor Eller (victoreller88@gmail.com)
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Once the ‘Share’ option is selected, this screen will pop up. You will have to type the name of

the person or group you want to share the password with and select that name.

6.2 DECIDING ACCESS PERMISSIONS

Share resource Facebook x
Greg QUINN
Victor Eller
ctoreller88@gmail.com

canread

Click save to apply your pending changes.

can update

IS owner

Share with people or groups

Start typing a user or group name

Cancel Save

Once you have selected the person/group you want to share the password with, you will have to
decide what they can do with the password. The drop down box in the picture shows the

permissions the person will get:
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e “Can read” will only make the person able to view the password details but not edit it.
e “Can update” will allow the person to edit the password details.
e “Is owner” will make the person the author of the password details.

6.3 SUCCESSFUL SHARING

passbolt-

Once the password has been successfully shared with the person or group, they will receive this
email to notify them what has been shared with them.
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